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Abstract

Financial fraud, intellectual property theft, and domains undergo high threats due to
cybercrime, increasing the threat to businesses, especially financial markets. Such dirty
activities hit various organizations, whether banks, financial institutions, corporations, or
individuals, and jeopardize those activities that depend on financial support. Technology
has brought many changes with its integration into the financial sector. Although
technology has made it easier to handle business tasks day in and day out, the ease of using
technology has also given rise to cyberattacks. The arrival of artificial intelligence has
brought in new models to combat these cyber threats and also assess them. People must
become smart about Al so that they don't get duped. This research aims to expand upon the
fraud diamond framework by identifying risk factors leading organisations toward
fraudulent behaviour. It focuses on the relationship between artificial intelligence,
cybercrime incidents and organizational performance. It is proposed that fraud cases can
act as mediators, while cyber threats may serve as moderators, impacting organizational
performance. Descriptive research, useful for unbiased data collection that accurately
reflects behaviour and trends, was applied. Data was collected from bank managers,
operations managers, assistant vice presidents, and executive leaders through a
convenience sampling method, a non-probability approach. 550 questionnaires were
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distributed via Google Forms, yielding an adequate response rate. Partial Least Squares
Structural Equation Modeling (PLS-SEM) software was used for data analysis. The
findings underscore the need for international cooperation among governments, regulators,
law enforcement, and financial institutions to address the global nature of cyber threats.
Such cooperation is crucial for effectively managing, responding to, and mitigating the
risks posed by these incidents.

Keywords: Cyber Crime Incidents, Artificial Intelligence adoption, Organizational
Performance, Fraudulent Cases, Cyber threats, Banks.

1 Introduction

Cybercrime, unlike traditional offences, affects multiple jurisdictions and influences society in
various ways (Graham, 2023). It refers to any crime executed with or heavily dependent on
computing elements, such as computers or mobile phones (Goni et al., 2022). These electronic
devices serve as facilitators and agents of crime (Blythe & Johnson, 2021). Cybercriminals exploit
the obscurity, privacy, and interconnectivity of the internet to attack and undermine the very
backbone of our modern information society. Banks and financial institutions, mainly, are highly
concerned about breaches in their cyberspace (Uddin et al., 2020). With large economic stakes,
the threat of data theft continues to grow, making banks a prime target for cyber-attackers due to
the valuable customer information they store.

Additionally, it is argued that banks are prime targets for hackers due to their expertise in accessing
financial systems. Electronic financial services, including ATMs, mobile banking, and Internet
banking, are at risk of fraud attacks like skimming and phishing (Uddin et al., 2020). For affected
banks, there is also the risk of a drop in share prices. The banking industry is especially vulnerable
to cybersecurity breaches because of the high financial gains for attackers (Ghelani et al., 2022).
In Pakistan, the banking sector is rapidly expanding, so overall threats are also on the rise (Riaz et
al., 2024). Financial services such as account details and credit card information are at risk of theft
or falsification (Beju & Fit, 2023). The country has faced significant cyber breaches in the banking
sector, including a 2018 incident where inadequate online security allowed foreign hackers to steal
customer data, resulting in a $6 million loss. That same year, a PakCERT analysis revealed that
data from 19,864 debit cards from 22 Pakistani banks was listed for sale on the dark web (Bukht
etal., 2020; Khattak et al., 2021).

Additionally, cyber breaches on January 24 and January 30, 2019, exposed significant data from
Meezan Bank Ltd. Gemini Advisory, a cybersecurity group addressing cyber threats, linked these
records to a breach in Meezan Bank Limited’s internal systems (Firdaus et al., 2022). Fraudsters
leverage fake cards, often using “money mules” to withdraw cash from ATMs or buy resold goods
(Shetty & Murthy, 2023). On February 22, 2019, cybersecurity firm Group-1B highlighted that
despite banks’ efforts to curb ATM fraud, criminals continue to bypass security and retrieve card
data at points of sale (Shulzhenko & Romashkin, 2020). A single cyber-attack can result in major
financial losses, intellectual property theft, and erode consumer confidence (Kao, 2020).
Cybercrime costs society and governments billions annually. Although Pakistani banks claim
insurance policies (Saleem et al., 2024), many show limited interest in securing their systems,
exposing the public to cyber-attacks (Bukht et al., 2020). The distrust in online banking grows,
and inadequate insurance coverage leads many to prefer storing their money at home. This trend
has contributed to a decline in the country's economy.

Pakistan must bolster its cyber infrastructure while investing in its youth to help develop a
workforce of cybersecurity specialists (Arshad et al., 2024). This includes designing cybersecurity,
ethical hacking, and information security courses to build a generation of young professionals
prepared to address new cybersecurity challenges (Nicholson et al., 2021). Intensify efforts to
leverage emerging technologies — Al, blockchain, robotic process automation — to improve
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cybersecurity (Khan et al., 2024). This suggests a robust cyberinfrastructure annex specifically for
the IT-enabled services sector, especially for the banking sector, which may drive economic
prosperity and stability by attracting FDI and fostering innovation (Huan & Qamruzzaman, 2022).
Moreover, international borders do not restrict cybercrime, so Pakistan must collectively work
with other states and form partnerships to share resources and best practices (Akram et al., 2023).
Establishing an overall legal and policy framework is also important, including passing laws that
address cybercrime and developing policies that advance cybersecurity and protect citizens' rights
(Haider et al., 2024). Pakistan can strengthen its cybersecurity landscape, a significant building
block for security and resilience (Haque et al., 2023), considering the cyber threats that the world
is facing (Muhammad et al., 2022; Tahir et al., 2019).

Pakistan Cyber Law dwells on international cooperation as the central theme. Pakistan is a member
of the International Multilateral Partnership against Cyber Threats (ITU-IMPACT) and the
APSIRC-WG (Asia Pacific Security Incident Response Coordination Working Group) (Khan et
al., 2021). Nonetheless, these initiatives have not yielded significant attention to cybersecurity
within the country’s international conversation and agreements. Pakistan should collaboratively
identify deficiencies regarding the context of the matter, which is significant in reviewing the
Prevention of Electronic Crimes Bill (Sultan & Mohamed, 2023), as it plays a vital role in
improving the security of banking systems. Cybercrime, cyber-attacks, and cybercrime-related
fraud incidences have been causing lower organizational performance and major challenges for
the Pakistani banking sector (Gilani et al., 2023). A more robust legal framework will strengthen
the resilience of these financial institutions and the confidence of consumers and investors, and in
turn, a safer and more stable banking landscape. To even begin tackling this continuous whack-a-
mole of threats and as a stepping stone toward global cybersecurity, Pakistan needs to make
cybersecurity visible on the international cooperation agenda (Khalil, 2020).

2 Literature Review
2.1 Cyber Crime Incidents, Fraudulent cases, and Organizational performance

In this study, fraud is operationalized as deception, where one party deliberately misrepresents
itself to trick another, often called the victim. In the world of e-commerce (Chen et al., 2024), this
can manifest as misleading information resulting from illegal or one-sided online business
practices, which we might call an illegal error. The growing popularity of e-commerce has opened
up many new payment options and accessories (Beyari, 2021). However, it has also led to a rise
in innovative ways for fraudsters to exploit the internet. With the rapid increase in online
connections, there is a greater risk of theft and significant financial losses (Monteith et al., 2021;
Nicholls et al., 2021). This surge in fraudulent activity has also become a major challenge for e-
commerce (Algethami et al., 2021; Rodrigues et al., 2022). While various strategies are being
implemented to combat online fraud, it is also essential to consider the specific vulnerabilities in
the Gulf region (Cavaliere et al., 2021).

Organized crime groups increasingly leverage the Internet to commit significant fraud and theft
(Ibrahim, 2022). Trends show a clear connection between these groups and white-collar crime as
they shift away from traditional methods to take advantage of online opportunities (Gottschalk &
Hamerton, 2021). Internet-based stock fraud, in particular, has become a lucrative avenue for
criminals, netting them millions yearly and resulting in substantial investor losses (Clinton, 2023).
Police departments nationwide have reported a growing number of these crimes in recent years.
This rise aligns with a national trend linked to the increasing use of computers, the growth of online
business, and the emergence of highly sophisticated cyber criminals (Wall, 2024). Notably, in
2004, cybercrime generated more profit than drug trafficking, and as technology continues to
expand, especially in developing countries, this trend is expected to grow even further (Saini et
al., 2012). The root causes of cybercrime are apparent when we look closely at society (Pasculli,
2020). One can easily notice the display of ill-gotten wealth and how many perpetrators are
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celebrated or admired. This issue is exacerbated by high youth unemployment rates, a lack of
enforceable laws against cybercrime, and a general indifference among individuals and businesses
toward cybersecurity (Hassan et al., 2012). Research indicates that many of these crimes are
committed by young people. However, it is important to recognize that many cyberattacks occur
within organizations (Ullah et al., 2021; Yeboah-Ofori & Opoku-Boateng, 2023). Many internet
users fall prey to scams, easily lured by suspicious emails and questionable website links, which
can lead to spyware infections and phishing attacks.

Hassan et al. (2012) identified several key factors contributing to the rise of cybercrime, including
urbanization, high unemployment rates, the pursuit of wealth, ineffective enforcement of
cybercrime laws, poorly equipped law enforcement agencies, and the influence of negative role
models. In a separate report by Akwara et al. (2013), the researchers stated that unemployment
tends to generate poverty, which has a positive causal relationship with insecurity. They also
identified other drivers of cybercrime, like corruption, human naivety and greed, the presence of
cyber cafes, and the inherently vulnerable nature of the internet, which acts as a “superhighway”
waiting for explorers.

Cybercrime takes a toll on an organization’s productivity; businesses spend time and resources to
keep their networks secure from attacks (Ene & Imo, 2024; Yeboah-Ofori & Opoku-Boateng,
2023). In-house cybersecurity is essential, beginning with round-the-clock monitoring (Alghamdi
& Schukat, 2020). However, it consumes time, which can be used for core operations, thereby
successfully reducing overall productivity. The three components mentioned above will enable
corporations to purchase software with security to combat viruses and other malware (Javaid et
al., 2023), forcing them to eat the burdensome overhead to the detriment of profit margins (Arenas
et al., 2024). The cost of cybercrime comes not only from the economic cost itself (Franji¢, 2020),
but also from the indirect cost of computers and network resources being under stress and from
lost opportunity costs when dealing with impersonal messages. These costs burden the wider
economy and business, usually encompassing the loss of intellectual property, financial fraud,
reputation damage, productivity costs, and third-party liability (Iftikhar, 2024). For example, lost
sales and reduced productivity are other examples of the total costs reported by cyberattacks and
viruses (Bhakhri et al., 2023; Kokaji & Goto, 2022). But, as exciting as these opportunity costs
appear, opportunity costs do not always imply larger economic deficits. Cybercrime poses a
considerable threat to enterprises, especially finance-related businesses, where financial fraud and
intellectual property theft are major concerns. According to 2016 research by the Ponemon
Institute, the annual cost of cybercrime in six countries — the USA, Japan, Germany, the UK,
Brazil, and Australia — ranged from $4.3 million to $17.3 million (Mostafa, 2022; Onwunyi &
Okonkwo, 2021). A healthy economy depends on an open and functioning financial system, and
many cyberattacks are financially motivated. Consequently, these criminal activities impact banks,
financial institutions, enterprises, and individuals, affecting the financial stability of organizations
that rely on them.

Therefore, the following hypotheses can be deduced from the following literature:
H1: Cybercrime incidents significantly affect fraudulent cases

H2: Cybercrime incidents significantly affect organizational performance with the mediating
effect of fraudulent cases

2.2 Artificial intelligence adoption, fraudulent cases, and organizational performance

A growing focus has recently been on developing artificial intelligence (Al) to detect fraudulent
banking operations (Alhaddad, 2018; Bello & Olufemi, 2024). The focus on preventing fraud has
intensified due to the growing incidence of fraud in the banking sector, causing substantial
financial losses for banks and customers (Gautam, 2023). Al-based systems offer real-time
recognition and prevention of fraud, providing a significant advantage over traditional fraud
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detection methods (Hassan et al., 2023). Al and machine learning algorithms assist analysts in
examining large datasets from various sources (Sarker, 2021), such as transaction logs, user
profiles, and network logs, to identify suspicious banking activities (Ketenci et al., 2021). These
algorithms can detect patterns and anomalies that may indicate fraudulent actions, such as
unauthorized access, abnormal transaction patterns, and suspicious activities (Gayam, 2020; Hilal
et al., 2022). A bank transaction refers to any bank account activity occurring online or offline
among all parties. The transaction is completed once a written or electronic payment order is
submitted to the bank through Internet banking, communication channels, or specific payment
methods (Jansen & Leukfeldt, 2015).

Fraud is constantly evolving, which means we need to do the same. Here are five ways bank fraud
can be prevented: Artificial Intelligence (Al) (King et al., 2020), which leverages huge datasets
held by financial service providers to sift through extensive transaction data in real-time to detect
suspicious activity (Sohel et al., 2024); biometric methods like fingerprint or facial recognition,
providing an extra layer of security that is challenging even for advanced fraudsters (Arora &
Bhatia, 2022; Kumar et al., 2024); consortium data, which enables banks and financial institutions
to share data for insights on fraud trends—insights that may not be visible to a single institution
alone (Javaid, 2024). Additionally, standardized security protocols across the industry could
strengthen defences against fraud schemes, while machine learning, constantly evolving from new
data, enhances anomaly detection and reduces false positives over time. Applications in fraud
detection, with their potential for high efficiency and accuracy, represent a vibrant research area.
Yet, alongside these advantages, challenges and concerns about using Al in banking must be
addressed to ensure its effectiveness and ethical application (SailPoint, 2021).

Al applications for detecting fraud in banking activities are an area of active research with great
potential for enhancing fraud detection efficiency (Bello & Olufemi, 2024). However, to ensure
its effectiveness and ethical use in the banking sector, address the challenges and concerns
associated with implementing Al in this context (Mytnyk et al., 2023). While technology advances,
fraudsters leverage it to develop increasingly sophisticated schemes. These actions can lead to
substantial financial losses, damage to an organization’s reputation, and a loss of public trust.
Organizations are adopting advanced technological tools to counter these growing risks and
strengthen their fraud detection capabilities. These tools are designed to handle complex tasks,
such as problem-solving, decision-making, and identifying patterns, that were once possible only
through human expertise (Mohammed & Rahman, 2024).

Therefore, the following hypotheses can be withdrawn:
H3: Artificial intelligence adoption significantly affects the fraudulent cases

H4: Artificial intelligence adoption significantly affects organizational performance with the
mediating role of fraudulent cases

2.3 Cybercrime incidents, Artificial intelligence, fraudulent cases, cyber threats and
organizational performance

2.3.1 Fraud Diamond Theory

To better understand cyber threats, it’s essential to recognize their motivations. One key theory
explored in this study is the “Fraud Diamond Theory,” which expands on the well-known "Fraud
Triangle" model (Arkorful et al., 2022). Originally developed in 1953 by criminologist Donald
Cressey, the Fraud Triangle model seeks to explain why individuals commit fraud (Tickner &
Button, 2021). Cressey’s research focused on those he termed trust violators, particularly
embezzlers. According to the theory, three core components must be present for fraud to occur: a
perceived, non-shareable financial need (incentive), a perceived opportunity, and a rationalization
for the behaviour (Kagias et al., 2022).
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Research indicates that financial pressure on an individual increases the likelihood of fraud,
opportunities (due to weak controls or lack of monitoring), and a rationalization process that the
scam is justified (Dorminey, 2012; Wolfe & Hermanson, 2004). These three tools run together to
help outline the possibility of fraud and its significance. A “trust violator” is someone Cressey
describes as someone put into a position of trust and encounters a perceived, non-shareable
financial problem (Klenowski & Copes, 2020). But this one issue doesn’t drive people to commit
sins. The fraud triangle tells us all three must be present for a breach of trust — financial pressure,
opportunity, and rationalization (Kagias et al., 2022). Perceived opportunity is the second element,
and it relates to the opportunities for committing a crime, often due to weak controls or little
supervision that leads a person not to perceive committing fraud as a desirable act. The third
element, rationalization, is essential for excusing dishonest behaviour (Aksa et al., 2020). People
rationalize their actions, often seeing themselves not as criminals but as unfortunate victims of
circumstance. According to Cressey’s theory, an embezzler must internally justify the act to
perceive it as a justifiable cause rather than a crime (Vousinas, 2018).

Incentive/Pressure Opportunity

Rationalization Capability

Figure 1: Fraud Diamond Model

Wolfe and Hermanson (2004) proposed that adding a fourth component to the fraud triangle could
enhance fraud detection. Known as the “fraud diamond” theory, the authors first introduced this
model in December 2004. The four sides of the fraud diamond—pressure, opportunity,
rationalization, and capability—each play a key role, with capability determining whether fraud
will occur, even if the other three conditions are present. Many major frauds, especially high-value
ones, would not have occurred without the involvement of a person with the necessary capabilities.
Capability refers to the skills or knowledge required to carry out the fraud. Wolfe and Hermanson
emphasized that pressure, opportunity, rationalization, and capability must all be present for an
offence to occur.

Recognizing the relevance of the fraud diamond theory to the financial sector enables individuals
and organizations to identify and prevent potential fraud. This awareness, combined with fostering
an ethical culture, may also require stronger financial controls and compliance measures.
According to Firdaus et al. (2022) the fraud diamond theory has effective potential in managing
cyber threats in the presence of Al capabilities. According to Wiafe et al. (2020), cyber threats are
not limited to attacks conducted by individuals or groups but instead, any criminal act that relies
on the use of a communication device or information system and thus manifests itself in electronic
or cyber form for the purpose of intimidation, harm, or damage. This may include everything from
viruses and malware to phishing and ransomware attacks targeting computer networks, systems,
and devices to perpetrate fraud, steal data, incapacitate systems, and disrupt operations and
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services (Al-Khater et al., 2020).

In the financial sector, cyber threats have become increasingly dire, with the increase in fraud cases
only showing how clever fraudsters are becoming in leveraging digital technologies. They employ
techniques such as phishing, identity theft, and online fraud to steal personal or financial
information. Their targets vary from people and companies to government organizations, as do
their attacks — which can unfold online or in person. The article emphasizes that by applying Al
and ML to the four pillars of fraud diamond theory, which are rationalization, motivation,
opportunity, and capability, organizations will be in a strong position to both detect, predict and
effectively respond to these kinds of cyber fraud, thereby resulting in a more robust defence against
the ever-evolving nature of online fraud. While negligence and money laundering are important
contributors to the rising trend of fraud in the financial industry, systemic weaknesses are also
essential enablers that empower fraud. While nothing new, cyber threats have become so advanced
that traditional defenses are often ineffective. It is a classic example of why we need a balance of
humans and machines to fight cybercrime. From the above literature, the following hypotheses can
be drawn:

H5: Cybercrime incidents affect organizational performance through fraudulent cases, so the
indirect effect will be weaker at different levels of Cyber threats.

H6: Artificial intelligence adoption affects organizational performance through fraudulent cases,
so the indirect effect will be weaker at different levels of Cyber threats.

2.4 Conceptual Framework

[ Cyber Threats ]

Cyber Crime

Incident
Organizational
Fraudulent Cases |[————®

Performance

Artificial Intelligence
adoption

Figure 2: Conceptual Framework

3 Methodology
3.1 Research Design

This study used quantitative research to quantify variables and derive meaningful results. The
selected research design was descriptive research, which is theory-based and relies on
systematically collecting, evaluating, and presenting data. Descriptive research is particularly
effective for gathering unbiased information that reflects behaviours or recurring events
(Romanchuk, 2024). This study used a convenience sampling method, a non-probability sampling
technique where subjects are selected from the population because of their convenient accessibility
and proximity to the researcher. This choice can depend on geographical proximity and when the
subjects were available or willing to participate. Also known as convenience sampling, this is a
type of non-probability sampling (Nikolopoulou, 2022).

Convenience sampling offers researchers a practical way to gather data quickly by engaging
participants who are easy to reach. Primary data, original, unpublished information obtained
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directly from respondents, was collected for this study (Crowther, 2012). The main data collection
tool was a questionnaire, chosen for its effectiveness in efficiently gathering quantitative data from
a large sample. This approach offers advantages such as a streamlined data collection process,
allowing researchers to acquire insights quickly and accurately.

3.2 Sample size

The population selected for the data collection constituted of Scheduled banks, i-e, Public Sector
Commercial Banks (First Women Bank Ltd., National Bank of Pakistan, Sindh Bank Ltd., The
Bank of Khyber, The Bank of Punjab), Specialized banks (Industrial Development Bank of
Pakistan. SME Bank Ltd., The Punjab Provincial Cooperative Bank Ltd., Zarai Taragiati Bank
Ltd) Domestic Private Banks ( Al Baraka Bank (Pakistan) Ltd., Allied Bank Ltd., Askari Bank
Ltd., Bank Al Falah Ltd., Bank Al Habib Ltd., Bank Islami Pakistan Ltd., Dubai Islami Bank
Pakistan Ltd., Faysal Bank Ltd., Habib Bank Ltd., Habib Metropolitan Bank Ltd., JS Bank Ltd.,
MCB Bank Ltd., MCB Islamic Bank Ltd., Meezan Bank Ltd, Samba Bank Ltd., Silk bank Ltd.,
Soneri Bank Ltd., Standard Chartered Bank (Pakistan) Ltd., Summit Bank Ltd., United Bank Ltd.),
Microfinance Banks ( Finca Microfinance Bank Ltd. ,U Microfinance Bank Ltd., Khushhali Bank
Ltd., Advance Pakistan Microfinance Bank Ltd., Sindh Microfinance Bank Ltd., NRSP
Microfinance Bank Ltd., Telenor Microfinance Bank Ltd., Pak Oman Microfinance Bank Ltd.,
Apna Microfinance Bank (formerly Network Microfinance), The First Microfinance Bank Ltd.,
Mobilink Microfinance Bank Ltd). The target respondents were bank managers, operation
managers, AVPs, and presidents, who occupy managerial positions either way.550 questionnaires
were distributed among upper-echelon positions through Google Forms, and they were smartly
filled out and submitted.

3.3 Measures

Organizational Performance: To assess organizational performance in financial institutions
where OP was measured based on scales developed by Kafetzopoulos and Psomas (2015). The
respondents assessed their organization’s performance relative to similar entities.

Cybercrime Incidents: Respondents reported the frequency of various cybercrime types their
organization encountered over the past year, with response options ranging from "never" to
hundreds of times daily. These questions were based on the framework from Paoli et al. (2017)
and were mandatory for all businesses.

Fraudulent Cases: Adapted from Kazemian et al. (2019) and Rahman et al. (2021), this section
focused on fraud risk factors, particularly asset misappropriation in banking, and the integration
of artificial intelligence (Al) in fraud detection and prevention.

Artificial Intelligence Factors: Drawing on Xia et al. (2022) and Rahman et al. (2021), this
section examined three Al dimensions: Autonomy (individual choice in learning Al), Competence
(facilitation of Al learning), and Relatedness (interpersonal involvement in Al-related activities).

Cyber Crime Threats: Questions adapted from Kazemian et al. (2019) and Salameh and Lutfi
(2021) explored cybercrime risks, especially in banking, and assessed the influence of Al in
mitigating these threats. This comprehensive survey design enabled the researchers to gather
detailed data on cybercrime incidence, fraud risks, and Al-driven mitigation strategies within
organizations.

4 Data Analysis

Data was analyzed using partial least squares-structural equation modelling (PLS-SEM), as Bido
et al. (2014) recommended. SmartPLS 4 was selected as it is a reliable second-generation analysis
tool that employs a variance-based approach (Hair et al., 2017). This software simultaneously
evaluates all model interactions (Hair et al., 2017; Kock & Hadaya, 2018). Given the study's
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predictive objective toward endogenous variables, PLS-SEM was deemed most suitable (Hair et
al., 2017). Although PLS-SEM does not assume data normality, data distribution was visually
checked, revealing a normal distribution via histograms and normal probability plots in SPSS 27
(Pallant, 2010). Since all constructs in this research are reflective and first-order, PLS-SEM was
an appropriate choice. Hair et al. (2017) suggest assessing the measurement model before the
structural model, requiring reliability and validity evaluations for each reflective construct. To test
internal consistency and convergent validity, the outer loadings of items in each construct ranged
from 0.770 to 0.863 (Duarte & Raposo, 2010; Hair et al., 2017). Figure Il illustrates the
measurement model. Composite reliability (CR) values ranged from 0.812 to 0.941, while
Cronbach’s alpha values from 0.793 to 0.936 confirmed satisfactory internal consistency (Bagozzi
& Yi, 1988; Hair et al., 2017).
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Figure 3: Measurement Model

Convergent validity was tested using the AVE (average variance extracted) criterion as proposed
by Fornell and Larcker (1981), with all AVE scores exceeding the 0.5 benchmark (Chin, 1998;
Hair et al., 2017). Discriminant validity was further evaluated by examining the heterotrait-
monotrait (HTMT) ratio, cross-loadings, and the Fornell-Larcker criterion (Fornell & Larcker,
1981; Hair et al., 2017; Henseler et al., 2015)

Table 1: Reliability and Validity Statistics

Construct Items Loading o Composite Reliability AVE
Artificial Intelligence Adoption AlAl 0.804 0.936 0.941 0.634
AIA10 0.813
AlA2 0.811
AIA3 0.796
AlA4 0.817
AIA5 0.770
AIA6 0.767
AIA7 0.772
AIA8 0.821
AIA9 0.791
Cyber Crime Incident CCl1 0.850 0.838 0.845 0.673
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CCl2 0.790
CCI3 0.844
CCl4 0.795
Cyber Threats CT1 0.794 0.825 0.828 0.655
CT2 0.823
CT3 0.801
CT4 0.820
Fraudulent Cases FC1 0.819 0.793 0.812 0.705
FC2 0.835
FC3 0.863
Organizational Performance OFP1 0.819 0.850 0.852 0.690
OFP2 0.834
OFP3 0.839
OFP4 0.830

Second, discriminant validity was tested by ensuring that the square root of the average variance
extracted (AVE) for each structural equation model construct was greater than its correlations with
other constructs, following the Fornell-Larcker criterion. As presented in Table I, these
correlations among constructs remained lower than the AVE square root values for each latent
variable. Table I1l demonstrates that the HTMT values were below 1, consistent with Hair et al.'s
(2017) recommendations. Additional confirmation of discriminant validity was provided by
confirming that each item displayed its highest loading on its intended construct without higher
loadings on others. These results validate the reliability and validity standards across all analyzed
measurement models.

Table 2: Fornell-Larcker Test

1 2 3 4

Artificial Intelligence Adoption

Cyber Crime Incident 0.421

Cyber Threats 0.505 0.498

Fraudulent Cases 0.290 0.295

Organizational Performance 0.998 0.389 0.302
Table 3: Heterotrait—-Monotrait (HTMT) Ratio

1 2 3 4

Artificial Intelligence Adoption 0.796

Cyber Crime Incident -0.374 0.820

Cyber Threats -0.445 0.415

Fraudulent Cases -0.257 0.248 0.839

Organizational Performance 0.891 -0.331 -0.254 0.831
The next step, as outlined in Figure Ill, involved using bootstrapping for structural model

estimation. Initially, the variance inflation factor (VIF) was assessed to address potential
collinearity issues (Hair et al., 2017). The results showed no collinearity concerns, with VIF scores
below 5. The findings demonstrate the examined structural model's strong explanatory ability, with
a cybercrime incident and artificial intelligence adoption for fraudulent cases R2 of 0.093, which
is weak explanatory power; further, all predictors explained the explanatory power in
organizational performance R2 of 0.232, which is medium explanatory power (Hair et al., 2017).

Table 4: R2

R? T Stat P Values
Fraudulent Cases 0.093 3.802 0.000
Organizational Performance 0.232 7.204 0.000
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Path B S.error  t-value p-value Confidence Interval
Decisions  2.50% 97.50%

Artificial Intelligence - 0.042 4516 0.000 Supported  -0.274 -0.108

Adoption = Fraudulent Cases  0.191

Artificial Intelligence  0.031  0.014 2.196 0.028 Supported  0.003 0.058

Adoption > Organizational

Performance

Cyber Crime Incident -> 0.176  0.048 3.652 0.000 Supported  0.082 0.271

Fraudulent Cases

Cyber Crime Incident > - 0.010 2.791 0.005 Supported  -0.048 -0.008

Organizational Performance 0.028

Cyber Threats > - 0.037 11.106  0.000 Supported  -0.484 -0.338

Organizational Performance 0.411

Fraudulent Cases > - 0.040 3.987 0.000 Supported  -0.240 -0.082

Organizational Performance 0.161

Artificial Intelligence  0.031  0.014 2.196 0.028 Supported  0.003 0.058

Adoption - Fraudulent Cases

> Organizational

Performance

Cyber ~ Crime Incident > -0.028 0.010 2.791 0.005  Supported -0.048 -0.008

Fraudulent Cases - Organizational

Performance

Cyber Threats x Fraudulent Cases -0.110 0.034 3.222 0.001  Supported -0.177 -0.043

-> Organizational Performance

Furthermore, Table v shows that H1 is supported since the suggested relationship between artificial
intelligence adoption and fraudulent cases is negative and significant (f=-0.191; t=4.516; p<0.05).
Similarly, for H2, artificial intelligence adoption is positively and significantly linked with
organizational performance (B= 0.031; t=2.196; p=0.000). Further, cybercrime incidents are
positively and significantly linked with fraudulent cases (B= -0.176; t=3.652; p<0.05).
Additionally, the cybercrime incident negatively affects organizational performance ( = -0.411,;
t-value = 11.106; p<0.001). The fraudulent cases have a negative relationship with organizational
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performance (f = -0.161; t-value = 3.987; p<0.001). Moreover, cyber threats strengthen the
relationship between fraudulent cases and organizational performance from = -1.161 to f = -
0.110.

5 Conclusion

While cybersecurity risks have risen in Pakistan's financial sector, payment and settlement systems
have not faced any major disruptions that would hurt the participants' trust, and such risks remain
manageable. The State Bank of Pakistan (SBP), which regulates the banking sector and the
payment infrastructure, continues to remain extremely vigilant about cyber threats. The SBP
understands the increasing digitalization of banking and its attendant risks, so it only engages with
banks to improve their defences and resilience, considering such risks. First, the Central Bank of
Pakistan has taken several initiatives to prevent banks from vulnerabilities stemming from banks'
reliance on third-party service providers by implementing the Framework for Risk Management
in Outsourcing Arrangements by Financial Institutions (State Bank of Pakistan, 2017).

SBP has issued broad guidelines for preventing such attacks and for banks to continue improving
cybersecurity. This ensures that banks can not only prepare for future cyberattacks but also resist
them and then recognise and respond to them if need be. To achieve this objective, banks must
integrate the above areas by implementing IT risk management backed by comprehensive standard
operating procedures to defend against threats and vulnerabilities of financial information. The
SBP has issued Regulations for Payment Card Security to enhance the security of payment cards
in Pakistan. These regulations assist card service providers (CSPs) in creating a security
framework based on global standards. One of them is that all cards issued must be EMV compliant.
EMV standards have been mandated for all cards issued since June 30, 2018. This compliance is
essential in protecting customers from fraudulent activities like card skimming. In view of the high
Internet banking usage, the SBP has also formulated Regulations for the Security of Internet
Banking. These make it obligatory for banks to develop an overarching security framework while
emphasizing the need to make staff and customers aware of identity theft and fraud prevention
measures. Also, the Government of Pakistan is working on many initiatives to counter the threat
of Cybersecurity, showing the national focus on securing digital systems.

The Prevention of Electronic Crimes Act came into effect in Pakistan in 2016, marking a move in
the positive direction pertaining to cybercrime laws. The legislation provides an organized method
of inspecting, prosecuting, and trying electronic crimes, offences such as cyber-attacks, etc. The
government also set up the National Response Centre for Cyber Crime (NR3C) under the Federal
Investigation Agency (FIA) to strengthen this legal framework. The NR3C has a mandate for all
things tech abuse, which means they will be responding to incidents, working directly to support
victims, coordinating the national response and combating cyber-enabled crime. Pakistan has been
trying diligently to bring its cyber world in shape, and this collective action indicates the state's
endeavours to strengthen cyberspace and digitally protect its citizens. These cybersecurity
challenges will need to be addressed urgently by the global community since the financial sector
is at the heart of any economy. It is important to make financial institution staff and customers
aware of strengthening defences. Furthermore, regulators need to work with the financial sectors
to guarantee appropriate cyber defence measures are in place. Given the cross-border nature of
cyber-attacks, international cooperation among states, supervisory bodies, law enforcement
agencies, and financial institutions is crucial for effectively managing and mitigating the risks
associated with these incidents.

The ability of scam callers to convincingly pose as bank employees, often by providing personal
information about their targets, raises significant concerns regarding the sources of this data. In
Pakistan, the absence of robust data protection laws and a coherent cybercrime policy has created
an environment where gangs of scammers exploit the digital illiteracy prevalent among the
population. But how do these criminals obtain individuals' personal and banking details to execute
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their schemes? Reports indicate that numerous groups on platforms like Facebook are selling data
from the National Database and Registration Authority (Nadra), including family trees, SIM and
phone records, and location information. Asif Igbal, Deputy Director of the Federal Investigation
Agency (FIA) Cyber Crime unit, has noted that many lists of mobile numbers have been leaked
online and remain publicly accessible. Furthermore, data from national and provincial social safety
net programs, such as the Benazir Income Support Programme (BISP), is also allegedly being
misused, according to Igbal. The Ministry of Information Technology and Telecommunication did
not respond to inquiries regarding these claims.

On June 25, 2023, the Federal Investigation Agency (FIA) announced a crackdown on a gang
operating in Gujranwala that posed as courier company staff. These criminals would request
thumbprints from individuals receiving courier deliveries, which they then reproduced on special
paper. This fraudulent method allowed them to activate cellular phone SIM cards in the victims'
names. Once the SIMs were activated, they would use them to access banking apps and withdraw
funds. During the investigation, gang members revealed they received the necessary personal
information from an individual affiliated with a "bank data gang.” Notably, one of the suspects
involved in this scheme held a position as a branch manager at a private bank.

Asif Igbal, Deputy Director of Cyber Crime at the FIA, highlights that data theft and misuse have
become systemic issues within Pakistan's digital banking sector. Initially, a group of petty
criminals engaged in small-scale phone banking scams has evolved into a more organized
operation. These criminals are primarily located in various cities across Punjab, including
Sargodha, Jhang, Chiniot, Pindi Bhattian, Hafizabad, Gujrat, Chichawatni, Layyah, and
Sheikhupura. Igbal notes that the leaders of these operations have accumulated significant wealth,
evidenced by their mansions, which cover about four kanals (approximately 2,000 square meters),
along with expensive vehicles. Many individuals the author interviewed reported receiving scam
calls from regular cell phone numbers, further indicating the pervasive nature of this problem.

Criminals operate with a sense of impunity, believing they can scam individuals without
consequence, largely due to the significant political power they have accumulated over time. They
often receive warnings if the FIA plans a raid, allowing them to evade capture. Authorities have
faced attacks during attempts to conduct operations against these criminals. The strategies
employed in these scams are deceptively simple: they target the vulnerabilities of the poor, naive,
uneducated, and fearful. For instance, consider a scenario where a woman, struggling financially,
purchases a SIM card. The shopkeeper requests her thumbprint under the pretense of a connectivity
issue, misleading her into thinking the SIM cannot be activated immediately. He then sells that
SIM to fraudsters while activating a new one using the information she provided—igbal points out
a network of such dishonest shopkeepers and franchise owners. When the FIA traces the SIM back
to the franchise for questioning, the criminals are often already forewarned and have fled the scene,
making it increasingly difficult for authorities to apprehend them.

Criminals operate with a sense of freedom in scamming individuals despite the ease with which
authorities can trace phone numbers. This confidence stems from the significant political power
they have accumulated over time, often receiving advance warnings about impending raids by the
FIA. There have been instances where authorities faced violent resistance when attempting to
conduct operations against these criminals. The tactics employed in these scams are notably
straightforward: they prey on the vulnerabilities of the poor, naive, uneducated, and fearful. For
instance, consider a scenario where a financially struggling woman visits a shop to purchase a SIM
card. The shopkeeper requests her thumbprint under false pretenses, claiming a connectivity issue
prevents immediate activation. Fraudsters have developed a scheme where they exploit
individuals' personal information to commit identity theft. In one example of this type, the
scammer gets hold of a woman's username and password to activate a new SIM card in her name
and sells her original SIM card to other criminals. This operation involves a circle of deceitful
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shopkeepers and franchise holders involved in these tricks, as per Igbal. However, criminals are
usually alerted when the Federal Investigation Agency (FIA) traces the suspicious SIM card back
to the shop where it was obtained to question the owner. The situation highlights the immensity of
law enforcement's difficulty with organized cybercrime.

However, this demonstrates that it is clearer than ever that a way to prevent this is through tighter
regulations and better enforcement of SIM card sales. Beefing up these steps could really help
officials catch such scams and prosecute the people behind the schemes.

5.1 Managerial Implications

With the rapid development of technology and criminals adapting new methods to commit their
crimes, fighting cybercrime remains a serious issue. In response, worldwide governments and
organizations have come up with remedies such as firewalls to block attacks, filter and ward off
malware, and routine IT staff training to recognize anomalous traffic and detect intrusions. It is
important to pass stringent laws and punish the offenders as a deterrent; at the same time,
organizations need to implement secure user access front doors so that only those authorized can
access the network. Additional solutions include keeping software and applications updated per
global best practices and encouraging cooperation amongst banking institutions (for example,
many fraudsters shift funds illegitimately through various accounts). For banks, a collective
response can allay the potential risks posed by these cyber implications by improving security and
safeguarding consumers against the threat of swindlers who rely on social postings for fake news
and premeditated fraud.

All institutions must cooperate when detecting fraudulent transfers to combat fraud effectively.
Still, there is a need to broaden public awareness of fraud and provide consumers with knowledge
on navigating critical digital use cases safely. Education is essential to reinforce digital literacy
and safety. Seminars and cyber safety workshops should be arranged occasionally to teach people
how to safeguard their personal information. These should focus on such protocols as installing
specific anti-malware software on devices and avoiding pirated software, which can allow viruses
into systems. Individuals should never share their PIN, bank account details, or email access with
strangers, as this compromises security. Additionally, avoiding sharing sensitive data is crucial, as
no network is completely safe from cyber threats. Unsolicited emails or SMS messages asking for
financial details should be ignored, as these are often phishing attempts. To mitigate and prevent
cybercrimes, the private and public sectors must invest more in cybersecurity to protect vital
sectors like health and the economy and avoid excessive spending on countering these threats.
Ultimately, the best defense is raising awareness and educating people.

Hassan et al. (2012) pointed out that property owners are more likely to protect their property and
property rights when laws encourage such behaviour. Similarly, entities with extensive network
infrastructures must adopt solid measures to protect networks, data, and systems from cybercrime.
Financial institutions and businesses should prioritize several key actions to reduce cybercrime
effectively. Regular user awareness programs are essential for educating employees on the
importance of cybersecurity while developing and enforcing policies that create a strong IT
environment is critical for smooth operations. Additionally, conducting Vulnerability Assessment
and Penetration Testing on large data infrastructures can help identify and address potential
weaknesses. Securing insurance coverage for potential losses due to cybercrime is also beneficial.
Collaborative efforts, such as sharing information about the nature, sources, and frequency of
cyber-attacks, enhance collective defences. Finally, organizing workshops to build capacity among
the public and security personnel provides them with proactive and sustainable approaches to
combat cybercrime effectively.

5.2 Limitations

Although studies based on artificial intelligence for bank fraud detection provide valuable
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insights, they focus solely on detecting fraudulent transactions within online banking. Detecting
other types of financial fraud may require different methods. Additionally, the limited sample size
within the financial sector may restrict the robustness and generalizability of the findings. Another
issue is that human biases during data selection and analysis can impact the overall dependability
and validity of the methodology.
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